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SMART BUILDING TECHNOLOGY 
To prepare the future to achieve this growth, there is no aspect of the current built environment 
that has not benefited from recent technology advancements. Such advancements include smart 
materials in building con truction, infrastructure upgrades ( e.g. from conventional to smart light
ing), building automation systems, networks and connectivity, HVAC systems and sub-systems, 
controls, sensors, end-u er devices, advanced modeling, analytics and data visualization. 

Looking ahead to 2018 and omvard, we sec definite trends emerging when we think about 
Smart Buildings. This article recognizes five of the c trends: 

0 Asset Optimization . Smart Buildings increasingly use sensors to understand and im
prove the operational effic iency of build ing assets. The ability to replace existing propri 

etary systems with intelligent sensors that send data to the cloud for modeling and analysis 
will allow FMs to fine tune their build ings to improve customer satisfaction, employee effec
tiveness, occupant wellbeing and operational optimization . 

0 Integration and connectivity. We are seeing accelerating advancements in the integra
tion of bu ilding control systems and networks of installed connected devices where data 

is transferred in real -time through SG networks.2 The promise of SG networking is a significant 
rise in available bandwidth, in principle providing a thousand -fold increase.3 The result is that 
information is communicated in real-time to applications and mobile devices that empower 
FMs to make the right operational changes in t ime to best manage costs and provide the best 
possible environment for customers, users and occupants of their buildings. 

0 Advanced technology. supporting sustainabi lity initiatives with much lower payback 
periods. Vendors of Smart Building products will continue to focus on the increased re

duction of utility costs (and particularly energy costs) and greenhouse gas emiss ions. This will 
be accomplished by better employment of interval data from intelligent sensors and metering, 
energy modeling, advanced analytics and high-quality data visualization tools . Data collected 
by advanced building management systems will be more effectively used to calculate and opti 
mize utility expenses, reduce waste and optimize consumption. 

0 Research Ii development to deployment. Developments in information technology 
are evolving at increasing speeds. Leading product innovators are commercia lizing Al 

powered products and services that support Real Estate and Facility Management initiatives. 
Some of these technologies are shaped by collaborations between commercial companies and 
the open source community (e.g. Google with its TensorFlow machine learning library). 

0 Increased Artificial Intelligence. The authors have seen a remarkable increase in the 
use of Al in the business-to-business and business-to-consumer marketplaces. We see 

examples of Al in appl ications such as game playing, computer vision/pattern recognition, ex
pert systems and natural language processing. Although Al is still in its infancy with regards to 
FM. It is only a matter of time before FM applications with embedded Al techno logy will be 
more broadly available and used to automate complex FM activities. Among the first applica
tions of Al for FM will involve condition assessment where asset-level analytics will facilitate 
the generation of more accurate data for pred ictive maintenance. 
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BUILDING 
INFRASTRUCTURES 
We can see the impact of the evolution to an in
ter-connected world of the environment, build
ings and people. What is emerging is not merely 
a global "network" but a transformation to an in
frastructure of multiple platforms, applications 
and devices that connect and interact with each 
other. Applications and assets that relate to real 
estate and facility management will increasingly 
depend on such connectivity, automated control 
and decision-support to carry out their roles and 
move them from being managers to being con
ductors or pilots of the built environment. 

This requires ubiquitous connectivity within 
and between buildings. This, in turn, implies that 
technology needs to mature so that data, control 
decisions and advice flow seamlessly to the point 
of execution with no connectivity "dead spots." 
There are still challenges to overcome and new 
breakthroughs in connectivity to be yet achieved 
(e.g. fully connecting and empowering building 
field services to complete work that cannot be au
tomatically executed). 

It does not help when diagnostics and de
cision support are no longer available to fie ld 
personnel because their mobile devices can
not access central knowledge libraries or the 
results of diagnostic modeling. Consequently, 
solutions that address losses in connectivity 
need to be built into workflows that address 
the maintenance and operation of the connect
ed world, which includes the environment, 
buildings and people. 

Field services sometimes require that mobile 
applications work offline ( e.g., if there is no con
nectivity in certain spaces). Providing services 
in this environment (without the web) might 
reduce the benefits of the application used. Op
erating offline implies that important documents 
(instruction manuals, BIM models, safety and 
security guidelines, etc.) need to be previously 
downloaded to mobile devices. This does not 
only incur the risk of error (think of document 
version management and completeness of doc
uments) but also could increase the risk of data 
loss or theft if devices get lost. The data manage
ment around providing documents on devices 
also implies additional cost in terms of setup 
time as well as data management. The conse
quence of this is that smart and intelligent Build
ings require pervasive network connectivity. 
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NOT SO FAST: SECURITY, 
BOTNETS AND CVBER 
ATTACKS 
The thousands of connected devices in Smart Buildings 
create ever increasing cybersecurity risks. An IoT sur
vey initiated by IFMA indicated that security was the 
primary impediment to loT implementation. IFMA 
stakeholders do not have confidence that their connect
ed assets are cyber secured and therefore the improved 
availability of needed information is more than offset 
by the negative impact on the overall business from a 
hacking intrusion through the connected building sys
tems (for example, the hacking of Target stores' U.S. 
cash registers in December 2013). 

The nature of these type of threats are complex. For 
example, Botnets (robot networks) are computers 
infected with externally-controlled software and are 
relevant to FM. Such networks are primarily used for 
distributed denial-of-service (DDoS) attacks. This has 
already occurred, for example, with chillers being shut 
down and the result of a building having to be evac
uated. However, Botnets are capable of much more 
serious actions (e.g., destruction of assets) . Unless we 
learn to mitigate such elements of risk, the potential 
for data theft, as well as service and asset disruption, 
remain high and will dramatically slow the adoption of 
the enabling solutions, and therefore benefits associ
ated with, smart buildings. 

Building owners need to treat asset security as both 
an IT problem to be solved and the control of business 
risk exposures which need to be managed in a way that 
allows Smart Building driven financial returns to occur. 

UNDERSTANDING AND 
SELLING BENEFITS TO 
THE CFO 
As buildings increasingly collect and consolidate data 
from devices, as analytics and data mining tools become 
more sophisticated, as Al and machine learning ma
tures, FMs will have access to a vast amount of knowl
edge and actionable recommendations about how their 
building operates and how employees use them. 

In fact, FMs will be able to focus primarily on han
dling exceptions since most standard operations will 
be automated. This will free up time for real estate and 
facility managers to address topics around providing 
more value to their organizations instead of spending 
t ime on operational fire-fighting. 

Smart Buildings will optimize or support critical parts 
of a business, including employee satisfaction, space 
and asset utilization, utilities consumption, building se
curity and safety. Much of the future is available to FMs 
today. Sensors can, for example, monitor assets and 
then, when needed, trigger maintenance recovery pro
cedures even before an alert has been received. Smart 
lighting and HVAC systems can sense when spaces are 
occupied and adjust lighting and air flow/temperature 
levels based on space utilization. 

This same data can also be used to optimize space 
from planning and utilization to ensu.ring a clean, 
comfortable environment. All of these benefits will 
be quantifiable and directly impact an organization's 
bottom line. By extension, facility managers will have 
the responsibility to communicate these benefits to 
management in order to get the financial and admin
istrative support needed to effectively implement the 
technology solut ions required. 

CONCLUSION 
As illustrated by Maureen Ehrenberg, past IFMA Board 
of Directors chair, at World Workplace in 2016, IFMA 
recognizes the technology tsunami underway. FM is 
increasingly becoming a technology and IT-based busi
ness. As buildings are digitized, connected and "learn" 
to adopt their behavior to changing circumstances (like 
weather and occupancy patterns), it is important that 
real estate and facility management leaders acquire 
a deeper understanding of technology and obtain the 
ability to deploy constantly evolving technologies. 

The world of connectivity between environment, 
people and buildings will indeed occur and the real
ity of sophisticated hackers will not go away. Conse
quently, when implementing IoT initiatives and other 
digital building technologies, the emphasis on security 
and digital resilience will need to be balanced with the 
gains expected from its adoption. To gain the most ad
vantage, FM and IT will need to join forces and can no 
longer operate as separate silos. ml 
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